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NHPOPMAILIMOHHASA ITAMATKA
JJIA OBYUAIOIUXCA IJIAA PASMELLEHUSA
HA OPNINAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM TOJOM MOJIOICKH B HWHTEPHETE CTAHOBUTHCS OOJbIe, a
IIKOJIbHUKHM OJHM W3 CaMbIX aKTMBHBIX IHoJb30Bareneil PyHera. Mexnay Tewm,
IOMHUMO OTPOMHOTO KOJIMYECTBAa BO3MOXKHOCTEN, MHTEPHET HECET U MPOOJIeMbI. JTa
naMsATKa JI0JKHA TOMOYb TeOe 0€3011aCHO HAXOJUTHCS B CETH.

KommnbroTrepHsie BUPYCHI

KomnbroTepHBIli BUPYC - 3TO Pa3HOBHIHOCTH KOMIIBIOTEPHBIX IIPOrpamM,
OTIIMYUTETBHON 0COOEHHOCTBIO KOTOPOU SIBISIETCSI CLIOCOOHOCTh K PAa3MHOKEHHIO.
B nononHeHue K 3TOMY, BUPYCHI MOTYT MOBPEAUTH WU MOJHOCTBIO YHUUYTOXKHUTH
BCe (pailyibl M JaHHBIE, OAKOHTPOJIBHBIE MOJIB30BATENI0, OT HMEHU KOTOPOro ObLIa
3aIlylleHa 3apaKCHHAsl NpOrpaMma, a TaKKe MOBPEAWTh WIN JaXXe YHUUYTOXKHTH
OIEPaIOHHYIO CUCTEMY CO BceMH (haiiamu B 1esIoM. B OONMBIIMHCTBE CilydaeB
PacIpOCTPAHAIOTCA BUPYCHI YEPE3 UHTEPHET.

MeTonbl 3aUTHl OT BPEIOHOCHBIX IPOTPaMM:

1. Ucnione3yii COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEJOHOCHBIX POTPaMM;

2. llocrossHHO ycTaHaBnMBail mayTH (LUUQPPOBBIE 3aIIaTKU, KOTOPbIE
aBTOMAaTUYECKU YCTAHABIMBAIOTCS C IIEJIbI0 JOPAOOTKH MPOrpaMMbl) U JApYyTUe
OOHOBJIEHUS CBOEH ONEpalMOHHON crucTeMbl. CKaunBail KX TOJIBKO € O(PUIIMATBHOTO
caiita pazpadorurka OC. Ecnu cyiecTByeT pexuM aBTOMaTH4eCKOTO OOHOBJICHUS,
BKJIFOYH €TO0;

3. PabGoraii Ha cBoeM KOMIBIOTEpE IOl TMpaBaMU IMOJH30BATENsA, a HE
aJMUHHUCTpaTopa. OTO HE TMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMMm
WHCTaJUIMPOBATHCSl HA TBOEM IEPCOHAJIBHOM KOMIIBIOTEPE;

4. Hcnonb3yidi aHTUBUPYCHBbIE NPOrPAMMHBIE TPOAYKTHl H3BECTHBIX
MIPOU3BOAUTENICH, C aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub PU3NYECKUM TOCTYI K KOMIIBIOTEPY ISl HOCTOPOHHMX JIUIL;

6. Mcnonp3yii BHEIIHWE HOCUTENN WH(OpMAIMU, TaKue Kak (Iierika, IucK
win (paiin U3 UHTEpHETAa, TOJIBKO U3 MMPOBEPEHHBIX HCTOUHUKOB,

7. He oTkpbIBall KOMIIbIOTEpHBIE (pailiibl, MOJIYYEHHBbIE U3 HEHAJIEKHBIX
UCTOYHUKOB. Jlaxke Te (paityibl, KOTOpBIE TIPUCIIAT TBOW 3HAKOMBIN. Jlyure yTounu
y HET0, OTIPABIISII JIU OH Te0e HX.

Ceru WI-FI



Wi-Fi - 310 He BUj nepenauu JaHHBIX, HE TEXHOJIOTHS, @ BCErO JHIIb OpeH I,
Mapka. Eme B 1991 roay HuuepnaHickas KOMITAaHHS 3aperucTpupoBaia OpeH
"WECA", uto o0o3nauano cinoBocoderanue "Wireless Fidelity", kotopsrit
NEPEeBOAUTCA KaK "OecpoBOHAS TOUHOCTD'.

Jlo Harero BpeMeHu Jo1uia apyras abOpeBuarypa, KoTopas sBISETCS TaKOU
Ke TexHojoruen. IDT1o abOpeBuarypa "Wi-Fi". Takoe Ha3zBaHme OBLIO JaHO C
HAaMEKOM Ha CTaHAapT BhIciIel 3BykoBoi TexHuku Hi-Fi, uto B mepeBoae o3Havaer
"BBICOKasi TOUHOCTD'".

Jla, GecruiaTHBI UHTEPHET-AO0CTYI B Kae, OTesIX U adpornopTax SBISETCS
OTJIMYHON BO3MOXKHOCTBIO BbIX0J1a B UHTEpHET. HO MHOTHE SKCIIEPTHI CUUTAIOT, UTO
obmenoctynabie Wi-Fi ceTn He SBISITOTCS 6€30TIaCHBIMH.

CoBeThlI 10 6€301MacHOCTH pabOThI B 00IIEIOCTYIHBIX ceTsax Wi-fi:

1. He nepenagaii cBoro nuHyto uH@opmaiuio yepes oodmenoctynubie Wi-Fi
cetu. PaboTas B HUX, *eJlaTeIbHO HE BBOJUTH MAPOJIM JIOCTYMA, JIOTUHBI U KaKue-
TO HOMEDPA,

2. Ucnonb3yil 1 OOHOBISAM aHTUBUPYCHBIE TPOrpaMMbl U OpanaMayep. Tem
caMbIM Thl 00€30TacuIllb ce0s OT 3aKauKu BUpyca Ha TBOE YCTPOMCTRO;

3. Ilpu ucnonwzoBanuu Wi-Fi otkitoun gyskmuio "O0mumii noctymn K daiaam
u npuntepam". JlanHas (pyHKUMS 3aKpbITa MO YMOJYAHUIO, OJHAKO HEKOTOPHIE
MOJIb30BATEIN aKTUBUPYIOT €€ JIJIsl yI00CTBa UCIIOJIb30BaHMS B paboTe Uin yueoe;

4. He wucnons3yit nyonmuunsii WI-FI i1 mepenaurt JUYHBIX JaHHBIX,
HaIpuMep ISl BBIXO/IA B COLIMAIBHBIE CETU UJIU B AJIEKTPOHHYIO MOYTY;

5. Mcnone3yii Tonbko 3amuinenHoe coenuHenne yepe3s HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAU uMeHHO "https://";

6. B moOunsHOM Tenedone orkimoun QyHkuuio "llonkmouenune k Wi-Fi
apromarnuecku'". He nomyckail aBTOMarM4eckoro MOJKIIOYEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cornacusi.

CoumanbHbie CETH

CoumanbHbIe CETU aKTUBHO BXOST B HAIly JKM3Hb, MHOTHE JIIOAU pabOTarOT
U KUBYT TaM TIOCTOSIHHO, a B Facebook yxxe 3aperucrpupoBan Musumaps 4eoBex,
YTO SIBJISIETCS OJHOM CEAbMOW BCEX JKUTEJEH IUIaHEThl. MHOIrMe Moap30BaTeNu HE
MOHUMAIOT, YTO MHQOpMaIus, pa3MelieHHass UMH B COITMATBHBIX CETAX, MOXKET
ObITh HalJleHa W MCIOJB30BaHA KEM YTOAHO, B TOM YHCJIE HE 005S3aTeIbHO C
OmaruMu HaMepEeHHUSIMHU.

OCHOBHBIE COBETHI TIO 0€30TMTACHOCTH B COITUATBHBIX CETAX:

1. Orpanuyb CIIUCOK JApy3eid. Y TeOs B IPY3bsiX HE TOJDKHO OBITh CITyYalHBIX
Y1 HE3HAKOMBIX JIIOICH

2. 3amMinaidi CBOIO YacTHYIO XHU3Hb. He ykaspiBall maponu, TeneQoHsbl,
aapeca, Jary TBOETO POXIEHUS W JPYTYyH JUYHYI0  HHGOpMAIUIO.
3110yMBIIIIJIEHHUKH MOTYT HUCIIOJB30BaTh J1a’ke UH(POPMAITUIO O TOM, KaK Thl U TBOU
POIUTENH TUIAHUPYETE MTPOBECTH KAHUKYIIBI,

3. 3ammiai CBOIO pemyTaItIo - IEP>KU €€ B YUCTOTE U 3a7aBaii cebe Bompoc:
XoTea Obl Thl, YTOOBI JPYrue TOJIb30BATEIM BHUCIH, YTO Thl 3arpykaeiib?
[Tomymaii, mpexae ueM 4To-To OMyOIMKOBaTh, HATUCATh U 3aTPy3UTh;

4. Eciia Thl TOBOPUILIB C JIFOAbMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3Yil CBOE
pea’sbHOE UMS U JIPYTYIO JUYHYI0 WH(GOPMAIMKA: UMS, MECTO JKUTEIHCTBA, MECTO
yueObl U Ipouee;



5. N36erait pazmemenus dororpaduit B UaTepHETE, /1€ THI M300paXKEH HA
MECTHOCTH, II0 KOTOPOW MOYHO OIPEAEIUTh TBOE MECTOMIOJI0KEHHUE;

6. Ilpu peructpanuu B COIMANIBHOW CETHU HEOOXOAMMO HCIONb30BATh
CJIO’KHBIE TTApPOITH, COCTOSIIINE U3 OYKB U U(P U C KOTUYECTBOM 3HAKOB HE MEHEE
8,

7. Jng counmanbHOM CE€TH, MOYTBl W JAPYTHX CAlTOB HEOOXOIUMO
UCIIOJIB30BaTh pa3Hble mapoiu. Toraa eciau Tebs B3JIOMAIOT, TO 370YMBINITICHHUKU
MOJIyYaT JIOCTYII TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpa3sy.

DNEKTPOHHBIE IEHbI U

DJIEeKTpOHHBIE JEHBIM - 3TO OYEHb YIOOHBIM CMOCOO TUIaTeXeil, OIHAKO
CYLIECTBYIOT MOILIEHHUKHU, KOTOPBIE XOTST IMOJIYYUTh 3TH JI€HbIU.

DJEeKTPOHHBIE JEHBI'H MOSIBUJIMCH COBCEM HEAABHO M MMEHHO U3-3a 3TOTO BO
MHOTHX TOCyAapcTBax O CUX IOp HE MPOIKCAHO PO HUX B 3aKOHAX.

B Poccuu e oHH (yHKIMOHUPYIOT U O HUX YK€ IIPOIKUCAHO B 3aKOHE, TJI€ UX
pa3fesstoT Ha HECKOJIBKO BUJIOB - AaHOHUMHBIE U HE aHOHMMHbIE. Pa3HuIa B TOM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcs MPOBOAUTH Olepanuu 0e3
UJeHTU(UKAIIMY TI0JIb30BaTENsl, @ B HEAHOHUMHBIX WICHTHU(PUKALIUS TOJIb30BaTENs
ABJIIETCS 00S13aTENBHOM.

Taxxe cnemyeT pas3nuyaTh 3JEKTPOHHbIE (DUATHBIE JEHBI'M (PaBHBI
rocyJapCTBEHHBIM BAJIIOTaM) M JJIEKTPOHHBbIE HedUaTHbIC JEHbrU (HE paBHBI
roCyJapCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI IO 0€30MaCHOM PadOTe C AMEKTPOHHBIMU JICHbIAMHU:

1. [IpuBsku K cueTy MOOUITBHBIN TeneoH. ITo camblil yIOOHBIN U OBICTPHIN
CHO0co0 BOCCTAaHOBUTH AOCTYN K cueTy. [IpuBsi3aHHBIN TenedoH MOMOXKET, €Clu
3a0ynenib CBOM IUIATEXKHBIA Mapoib WIM 3aielllb Ha CalT C HE3HAKOMOIO
YCTPOMCTBA;

2. HUcnonwe3yii omHopazoBble maponu. llocne mnepexoga Ha yCUIIEHHYIO
aBTOpM3alMI0 Tebe yxe He OyaeT yrpoxkarb ONAacHOCTh KpakM WIM IepexBara
IJIaTE€KHOTO MapoJis;

3. Boibepu cnoxublii mapoisb. IIpectynHukam OyaeT HE MpOCTO yraaarhb
CJIOKHBIN naposib. HajexxHble mapoiy - 3To Mapoiid, KOTOPbIE COAECPIKAT HE MEHEE
8 3HAKOB M BKJIFOUAIOT B C€0s1 CTPOYHBIC U MPOMUCHBIE OYKBbI, IU(PPHI U HECKOIBKO
CUMBOJIOB, TaKMe€ KaK 3HaK Jojuiapa, (yHTa, BOCKIMUATENIbHBIA 3HAK U T.II
Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JAaHHBIE HA CAalTax, KOTOPHIM HE TOBEPSIEIIb.

DNEKTpOHHAs TI0YTa

DJEeKTpOHHAS I0YTa - 3TO TEXHOJIOTUS U MPEAOCTABIISIEMBIE €0 YCIYTH IO
MEPECHUIKE U MOTYUYEHHUIO AJIEKTPOHHBIX COOOIICHHM, KOTOPbIE paclpenessaoTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO dJIEKTPOHHBIA TOYTOBBIN SIIIUK  BBITJISIAT
cJIeIyoIIMM 00pa3oM: UMs_TOoJIb30BaTesi(@ums_JtoMmeHa. Taxke KpoMe nepeadu
IPOCTOTO TEKCTAa, UMEETCS BOZMOXKHOCTh Iepe/iaBaTh (Pailiibl.

OcHOBHBIE COBETHI TIO 0€30TaCHOM PabOTE C AIMEKTPOHHOMN TTOYTOM:

1. Hago BbIOpaTh mNpaBWIbHBIA IOYTOBBIA cepBHC. B uHTEpHETE ecTh
OTPOMHBIN BBIOOP OECTUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyUIlle JOBEPATh TEM,
KOT'O 3Haelllb U KTO MEPBBINA B PEUTUHTE;

2. He yxa3pIBaii B TMYHOU MOYTE JIMYHYIO nH(popmaruio. Hampumep, mydie
BbIOpaTh "My3bIKanbHBIN (haHaT@" niam "pok2013" BMecto "Temal3d";



3. Hcnonp3yil ABYX3TalmHYK aBTOPU3ALMIO. JTO KOIJa IMOMHMO MapoJisd
HY>KHO BBOJIMTH KOJ, IPUChUIaeMbIi 10 SMS;

4. BriOepu CIIOKHBIN aposIb. JJ1s KaXa0ro MOYTOBOTO SIIMKA I0JKEH OBITh
CBOM HAJCKHBIM, YCTOWYMBBIN K B3JIOMY IIapOJIb;

5. Ecnm ecTp BO3MOXXHOCTh HamucaTh CaMOMY CBOM JIMYHBIA BOMPOC,
HCIIOb3YH 3Ty BO3MOXKHOCTB;

6. Hcnomb3yil HECKOJNBKO MOYTOBBIX SAIIMKOB. llepBhlid uisi 4acTHOM
NEPENUCKU C apecaraMy, KOTOPBIM Thbl JOBEPSEIIb. JTO 3JIEKTPOHHBIA a/Ipec HE
HA/I0 UCTOJIB30BATh MIPH PETUCTpalMK Ha (OpyMax U caiTax;

7. He oTkpseiBail ¢aiiiabl U ApyTrHe BIOXKEHUS B IMUCHbMaXx, JaXe €CIU OHU
IOPUIILTA OT TBOMX Jpy3el. Jlydlie yTouHu y HUX, OTHPaBISUIM JIU OHU TeOe 3TU
(baiisr;

8. Tlocne okoH4aHWs pabOTHI Ha IMOYTOBOM CEPBUCE TMEpPEN 3aKPhITUEM
BKJIQJIKU C CAlTOM He 3a0y/ib HaKaTh Ha "BeritTu".

KubepOymuiiHT Uu BUPTYyaIbHOE U3/1€BATEIHCTBO

KubepOymmuar -  mpecieioBaHUE  COOOIICHUSIMU,  COAEPKAIUMU
OCKOpOJIeHU, arpeccuro, 3aIlyTUBAHUE; XYJIUNTaHCTBO; COLIMAJIBHOE
OOMKOTHPOBAaHUE C IOMOUIBIO PA3IUYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 0OpbOE C KNOEPOYINTUHIOM:

1. He Opocaiics B 60ii. JIyummmii cnoco0: moCOBETOBAThCS KaK ceOsl BECTH U,
€CJIM HET TOro, K KOMy MOXHO OOpaTUTBhCSA, TO BHa4alle YCIIOKOUThCSA. Ecimu Tl
HayHellb OTBEYaTb OCKOPOJEHMSIMM Ha OCKOPOJEHMs, TO TOJBKO elie OoJblie
pa3oXKeNIb KOH(PIUKT;

2. Ynpapnsii cBoeit kubeppenmyTanuei;

3. AHOHMMHOCTH B ceTH MHHUMAas. CyllecTBYIOT CIIOCOOBI BBISICHUTbH, KTO
CTOWT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTu XylnMraHckuii oOpa3 BHUPTyajbHOHM >ku3HU. MHTEepHeT
dbuKkcupyeT BCE€ TBOU JCUCTBUS M COXPAHSIET UX. YIaIuUTh UX OyneT KpaiHe
3aTPyOHUTEIBHO;

5. Cobmrofait CBOIO BUPTYaIbHYIO YECTh CMOJIONY;

6. WrHopupyit emnuHWYHBIM HeraTuB. OJHOPa30BBIC OCKOPOUTEILHBIC
COOOIIeHMS JTy4lle UTHOPUPOBaTh. OOBIYHO arpeccust MpeKpalaeTcs Ha HadyaabHOU
CTaJuu;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIICHUSIMU, B
COLIMAJIbHBIX CETSIX €CThb BO3MOXKHOCTb OJIOKUPOBKHM OTIPABKM COOOIICHUN C
ONPENIEIICHHBIX aJPECOB;

8. Ecnu ThI cBUneTENh KHOEpOy/uHTra. TBOM JEHCTBUSA: BBICTYIIUTH MPOTUB
IpeCcIeqoBarelisi, MoKa3arb €My, YTO €ro JEWCTBUS OLIEHUBAIOTCS HETAaTUBHO,
NOJIJIEPKATh JKEPTBY, KOTOPOW HYXHA ICHUXOJOTUYECKAss MOMOIIb, COOOLIUTH
B3pPOCIIBIM O (DaKTe arpeCcCUBHOTO MOBEAECHUS B CETH.

MoOwibHBIN TenehoH

CoBpemeHHbIe cMapTHOHBI U IIAHIIETHI COIepKAaT B ceOe BIOIHE B3POCIBIN
GyHKIIMOHAN, W TENeph OHW MOTYT KOHKYpUpPOBaTh CO CTallMOHAPHBIMU
KoMIibtoTepamu. OIHAKO, CPEJCTB 3aIUTHI AJIsl MOJIOOHBIX YCTPOMCTB MOKA OYEHb
MaJio. TecTUpOBaHHE U TOUCK YSI3BUMOCTEN B HUX MPOUCXOAUT HE TAK UHTEHCHUBHO,
kak juis [1K, 1o sxe camoe kacaeTcss 1 MOOMIIBHBIX TTPUIIOKEHUM.



CoBpeMeHHbIe MOOWIBHBIE Opay3epbl YK€ MPAKTHUYECKH JOTHAIH
HACTOJIbHBIE AaHaJIOTH, OJHAKO paclIMpeHue (QyHKIMOHAla BiI€YeT 3a COoOOM
OOJIBIILYIO CTIOKHOCTh U MEHBIIYIO 3alIUIIEHHOCTb.

Jlaneko He Bce MPOU3ZBOAUTENN BBIMYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINE
KPUTHYECKHE YA3BUMOCTH JIJII CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /1JIs1 6€30MaCHOCTH MOOUIILHOTO TesieoHa:

Huuero He siBnsieTcs mo-HacTosiieMy OecIuiaTHbIM. bynb 0cTOpoXeH, Bellb
Korjaa Tebe mpejyiaratloT OeCIUIaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUIATHBIE YCIYTH;

Hdymaii, npexae uem otnpaButb SMS, ¢hoTo win Bujeo. Tl TOUHO 3HACHID,
rae oHu OynyT B KOHEYHOM UTOre?

Heob6xoaumo 0OHOBIISATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(doHa;

Wcnonb3yii aHTUBUPYCHBIE POTPAMMBI JIJ11 MOOMIIBHBIX TeJIe(OHOB;

He 3arpyxail npuioxeHus OT HEU3BECTHOTO HCTOYHUKA, BElb OHU MOTYT
COJIEPKaTh BPEAOHOCHOE IPOrPaMMHOE 00ECIICUCHHUE;

[locne Toro kak Thl BBIMJENIL C CaiiTa, T1€ BBOAMWII JIUYHYIO UHPOpPMALHIO,
3ailin B HACTPOIKH Opay3epa u ynaiu cookies;

[lepuoanyecku MpoBepsiii, KaKUe MIaTHbIE YCIYTd aKTUBUPOBAHbI HA TBOEM
HOMEDE;

JaBail cBOl HOMEp MOOWJIBHOTO Tejae(OHA TOJBKO JIIOASAM, KOTOPBIX Thl
3HACIIb U KOMY JOBEpSCIIb;

Bluetooth nomxen ObITH BBIKIIOUEH, KOTZAA Thl UM HE MoJb3yemibes. He
3a0bIBall HHOT/IA POBEPSTH 3TO.

Online urpsi

CoBpeMEHHbBIE  OHJIAMH-WIPBI - O3TO  KPAaCOUYHbIE, 3aXBaThIBAIOLIUE
pa3BieueHusi, OObEANHSIOIINE COTHU ThICSY 4YENOBEK MO Bcemy mupy. WUrpoxu
UCCJENYIOT JaHHBIA MM MHp, OOIIAIOTCS APYT C APYrOM, BBIMOJHSIOT 3a/JaHMS,
CPKAIOTCSI ¢ MOHCTPAMHM M TIOJYYalOT OMNBIT. 32 YAOBOJBCTBUE OHM ILIATHAT:
MOKYNAaroT AUCK, OTUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KaKUEe-TO OIMLHUU.

Bce 31u cpeacTBa uayT Ha MOAAEPKAHUE U Pa3BUTHE UTPHI, a TAKKE HA CaMy
0€30I1aCHOCTh: COBEPILICHCTBYIOTCS CUCTEMbI aBTOPU3alLlMH, BBITYCKAIOTCSI HOBBIE
naryu (LMQpoBbIE 3aMIaTKH ISl IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nono0HBIX UTpax CTOUT ONACATHCS HE CTOJIBKO CBOUX CONIEPHUKOB, CKOJIBKO
KpaXku TBOET0 MapoJisi, HAa KOTOPOM OCHOBaHA CHUCTEMAa aBTOPHU3aLMU OOJbIIMHCTBA
urp.

OcHOBHBIE COBETHI 110 0€30MTACHOCTH TBOETO UTPOBOTO AKKAyHTA:

1. Ecnu apyroi Urpok BeAeT cels TI0X0 MIIM Co3aeT Tebe HeMPUITHOCTH,
3a0JIOKUPYH €ro B CIIMCKE UTPOKOB;

2. lloxanyiics aIMUHUCTPATOPaM UTPbI HA MJIOXOE MOBEJEHUE ITOTO UTPOKA,
YKEJATEIbHO MPUIIOKUTH KaKUe-TO JOKa3aTeIbCTBA B BUJE CKPUHOB;

3. He yka3bIBail 11MuHyI0 HH(QOpMAIUIO B Tpodaiiie Urpsl;

4. YBaxall ApyruX YYaCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuianbHbIC TaTYA U MOJIBI;

6. Mcrionb3y#l CIOXKHBIE U Pa3HbIE MAPOJIN;

7. Jaxke BO BpeMsi UTPbI HE CTOUT OTKJI0YaTh aHTUBUpYC. [loka Thl urpaeus,
TBOM KOMITBIOTEP MOT'YT 3apa3HTh.

OUIUIMHT WM KpaXka JUYHBIX JaHHBIX



OObIUHOM KpaXkel JeHer U JTOKYMEHTOB CErOAHS YK€ HUKOrO HE YIHUBHIIb,
HO C pPa3BUTHEM WHTEPHET-TEXHOJOTUH 3JI0yMBINIUICHHUKA TEPEMECTHINCH B
WHTEPHET, U MPOJIOKAIOT 3aHUMATHCA " JTIOOUMBIM" JIEJIOM.

Tak mosBHIIach HOBasi yrpo3a: WHTEPHET-MOIIEHHUYECTBAa WM (DUILIUHT,
I1aBHAs 1e€JIb KOTOPOTO COCTOMT B TMOJYYEHUU KOH(MUIICHUIHUAIBHBIX JaHHBIX
MOJIb30BaTeseH - JOTMHOB U naposiei. Ha anruiickoM si3bike phishing untaercs kak
¢bummHr (ot fishing - peiGHas 0By, password - TapoJib).

OcHOBHBIE COBETHI 110 00pbOE C PUITUHTOM:

1. Cnenn 3a cBoMM akkayHTOM. Eciu Thl mogo3peBaciib, YTO TBOS AHKETa
ObLJ1a B3JI0MaHa, TO HEOOXOAMMO 3a0JI0KMPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM
pecypca 00 3TOM KaKk MO>KHO CKOPEE;

2. Ucnonw3yit 6e3onacHbie BeO-CallThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. Ucnonw3yit crnoxHble U pa3Hble napoiu. Takum oOpaszom, eciu Tebs
B3JIOMAIOT, TO 3JOYMBIIUICHHUKHA TOJydYaT AOCTYH TOJBKO K OJHOMY TBOEMY
poUITIO B CETH, a HE KO BCEM;

4. Ecnum TeOs B3IOMalId, TO HEOOXOOUMO MPEAYNPEIUTh BCEX CBOMX
3HAKOMBIX, KOTOPbIE I00aBIEHBI y T€Os B JPY3bsiX, O TOM, UTO T€OsI B3JIOMAJU U,
BO3MOYKHO, OT TBOEI'O UMEHU OyAET pacchlaTbCs CllaM U CChUIKM Ha (PUIIMHIOBBIE
CaUTHI;

5. YcranoBu HazaexHbii naposb (PIN) Ha MoOUIbHBIN TenedoH;

6. OTKJII0YM COXpaHEHHUE Mmaposs B Opaysepe;

7. He oTkpbiBail (ailsibl U Jpyrue BIOKEHUS B MUCHbMAaX, JAXKE€ €CIU OHU
OPUILUIM OT TBOMX Jpy3ei. Jlydille yTOUHM y HUX, OTHPABISUIM JIM OHU Tebe 3TU
(baibl.

[udposas penyranus

[udposas pemyraiius - 5TO HETaTUBHAS WM MIO3UTUBHAS UHPOpMAITUS B CETH
o Tebe. Komnpomerupyromas uHdopmaius, pasMenieHHass B UHTEPHETE, MOXKET
CEepbE3HBIM O00pa3oM OTpa3UThC Ha TBOEW peanbHON ku3HU. "lludposas
penyTanus" - 3T0 TBOH UMUK, KOTOPBIN (hopmupyeTcst u3 uHdpopManuu o Tede B
WUHTEPHETE.

TBoe MecTOo IKHTENbCTBa, Y4eObl, TBOE€ (HUHAHCOBOE TIOJIOKECHHUE,
0COOEHHOCTH XapaKTepa U paccKa3bl O OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mnoapOoCTKUA JETKOMBICIEHHO OTHOCATCA K MyOJUMKaUUd JTUYHOU
uHpopmanu B MIHTepHETE, HE MOHMMAsi BO3MOXHBIX MOciaeACTBUU. Thl gaxke He
CMOXeEIllb JA0ra/laThCsl O TOM, 4TO (poTorpadus, pazmenieHHas 5 JeT Ha3al, cTana
MPUYUHON OTKa3a MPUHSATH TeOs Ha paboTy.

KommenTapumn, pazmerienue TBoux dororpaduii u Apyrue AeHCTBUS MOTYT
HE UCYE3HYTh JAXKE IMOCIIE TOr0, KaK Thl MX yAAJIHIIb. Thl HE 3HACIIb, KTO COXPAHMII
3Ty UH(OpMAaIIHIO, TIOTaJIa I OHA B IOMCKOBBIE CUCTEMbI U COXPAHUJIACh JIU OHA, a
[JIaBHOE: YTO MOAYMAIOT O TeOe OKpY)KAIOIIUE JIIOIU, KOTOPble HAWIYT U YBUIAT
»10. Halitn nH@OpmManuio MHOrO JIET COYCTS CMOXET JIF0OOW - Kak M3 JA0OpPBIX
noOyX/IeHUM, TaK U C HAMEPEHUEM MPUYMHUTD BPel. ITO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTe U(GPOBOI permyTalnu:

1. [Togymaii, mpesx/ie 4em 4To-To MyOIMKOBATh U NIEpeIaBarh y ceds B Oiore
WA B COIMAIbHOMN CETH;



2. B mHacrpoiikax mpoduiisi yCTaHOBM OrpaHUYEHHUs HA MPOCMOTP TBOETO
npoduIs U €ro COAEPKUMOTr0, ¢liesiaid ero TOJIBKO "ist npy3ei”;

3. He pa3memaii u He yka3biBail HHGOPMAIIMIO, KOTOpasi MOXXET KOro-11u00
OCKOPOJISATH WM OOMKAaTh.

ABTOpPCKO€E IIPaBO

CoBpeMEHHbIE IIKOJbHUKH - AaKTUBHBIE IOJb30BaTeNIH LU(POBOro
npoctpancTBa. OJHAKO JAJIEKO HE BCE 3HAIOT, YTO IIOJIb30BAHUE MHOTHMMU
BO3MOXXHOCTAMH  LH(PpoOBOro  MHpa TpeOyeT  coOMoAeHUs  IpaB  Ha
UHTEIJICKTYaIbHYI0 COOCTBEHHOCTb.

TepmMuH "WHTENJIEKTyallbHass COOCTBEHHOCTBH" OTHOCUTCA K Pa3IMYHBIM
TBOPEHHUSIM YEJIOBEUYECKOIO YMa, HadMHAasi C HOBBIX HM300pETEHHWH M 3HAKOB,
0003HAYaAIONINX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYTH, U 3aKaHUMBas KHUTAMHU,
dororpadusimu, KHHOPUIEMaMU U My3bIKaIbHBIMU TTPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTH Ha
IIPOU3BEACHUS HAyKH, JTUTEPATYpPbl U UCKYyCCTBA. ABTOPCKHE IpaBa BHICTYIAIOT B
KaueCTBE TApaHTUU TOrO, YTO HMHTEIUIEKTYyaJIbHBIN/TBOPUYECKUN TPyl aBTOpa HE
OyaeT HampacHbIM, JacT €My CIpaBeUIUBble BO3MOXKHOCTU 3apaboTarh Ha
pe3yaprarax CBOEro TpyAa, MOJYyYUTh H3BECTHOCTh M mpu3HaHue. Hukro 06e3
pa3penieHus aBropa HE  MOXET BOCHPOU3BOAUTH €ro  MPOMU3BEICHUE,
pacnupoCTpaHATh, MyOJIMYHO JEMOHCTPHPOBATh, MPOAABATh, HMIIOPTHUPOBATH,
IyCKaTh B IMPOKAT, MyOJIMYHO MCIIOJIHATH, MOKA3bIBATh/UCIOIHATE B 3QUpe WU
pa3memars B IHTEpHETE.

Hcnonb3oBanue "mUparckoro" MporpaMMHOIO  OOECIEYEeHUsT MOXKET
IPUBECTH K MHOTMM pHCKaM: OT NOTEpU JAAHHBIX K TBOUM akKKayHTaMm J0
OJIOKMPOBKM TBOETO yCTPOMCTBA, I7I€ YCTAHOBJICHA HeJerajibHas nporpamma. He
CTOUT TaKXe 3a0bIBaTh, YTO CYIIECTBYIOT JIETAJIbHbIE U OECIUIaTHBIE MPOTPaMMBI,
KOTOpPBbIE MOYKHO HANTHU B CETH.

O mnoprane CereBu4ok.pd - TBOM TIIaBHBIA COBETYMK B CETHU. 371€Ch ThI
MOJKEIllb y3HaTh O OE30MaCHOCTU B CETU MOHATHBIM U JAOCTYIHBIM SI3bIKOM, a MpHU
BO3HMKHOBEHUU KPUTHUECKON CUTyalluu OOpATUTHCS 32 COBETOM. A TaKKe IPUHSTh
y4acTHe B KOHKypcax U CTaTh CaMbIM IIU(POBBIM IPakIaHUHOM!

Hupekrop N.T. JIeBuikas
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